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de las personas migrantes, y fomentando una colaboracién genuina para apoyarlas en su
experiencia migratoria.
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Resumo

Introducio: Tendo como pano de fundo a mobilidade humana contemporanea e o uso
de tecnologias de informacdo e comunicacio, este artigo aborda preocupacdes fundamen-
tais, como a privacidade e o controle governamental de dados biométricos no campo da
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migracdo; Objetivo: analisar as implicagdes éticas, legais e sociais das ferramentas digitais
na migracéo, destacando desafios e oportunidades, especialmente em relacéo a privaci-
dade e 4 tomada de decisdes orientadas por IA; Metodologia: Adotando uma abordagem
qualitativa com metodologia documental e descritiva, foi realizada uma revisio sistema-
tica da literatura, seguindo algumas das diretrizes PRISMA, para explorar a interseciio
entre tecnologia e migracio a partir de varias perspectivas; Resultados: sio revelados os
desafios éticos na satide dos migrantes, os riscos na tomada de decisoes por IA, as questdes
legais em torno da vigildncia biométrica e as preocupacoes com a privacidade na migracdo
digital; Conclusdes: Destaca a necessidade de enquadrar eticamente o uso de ferramen-
tas digitais, garantindo a privacidade e os direitos dos migrantes e promovendo a colabo-
racio genuina para apoia-los em sua experiéncia de migracio.

Palavras-chave: Direitos civis; Etica; Livre circulacio; Migracio; Privacidade; Tecnolo-
gias.

Pensamiento Americano Vol.17 - No. 34 - p.p. 1-16 » 2024 « Mayo - Agosto * Corporacion Universitaria Americana
Barranquilla, Colombia « ISSN-e: 2745-1402 « ISSN: 2027-2448 « http://publicaciones.americana.edu.co/index.php/pensamientoamericano/index



INTRODUCTION

The current extensive migratory movements represent a considerable challenge for humanity, cons-
tituting a problem of great magnitude, as expressed by Guillén de Romero et al. (2019). In this sense,
the convergence of digital technology and contemporary migratory phenomena has given rise to a fas-
cinating and complex field of study that requires careful exploration. This entanglement raises funda-
mental questions about the dynamics of human mobility, the opportunities and challenges that emerge
from the interaction between technology and migration (Arthur & Smith, 2022; Roman-Acosta et al.,
2023; Sanchez Suarez et al., 2023; Rodriguez Torres et al., 2024; Rodriguez Casallas et al., 2024).

Scholars have identified the use of digital platforms and social media as transformative factors in
the settlement and integration of migrants, influencing various socio-political, economic, and cultu-
ral aspects (Alencar, 2017; Mantilla, 2022; Rodriguez Torres, Lopez Gomez & Davila Cisneros, 2023;
Rodriguez Torres, Lopez Gomez & Davila Cisneros, 2023). Together, the development of information
and communication technologies (ICTs) has coincided with the migration of specific communities, lea-
ding to the emergence of new transnational media and communication practices (Ogayar-Marin et al.,
2018). The role of digital technology in shaping migrants’ experiences and access to information has
also been highlighted, with particular attention to the challenges and opportunities presented by digi-
tal platforms (Leurs & Ponzanesi, 2018).

That is why, from a theoretical perspective, it is essential to understand how digital tools have per-
meated and transformed contemporary migration processes. Both Ventevogel (2018) and Armijos
Navarro and Mejia Ama (2023), emphasize the importance of reactivating community networks to
improve the well-being of people in situations of human mobility and shelter, while Millan-Franco et
al. (2019) indicates that migration can generate various social and psychological repercussions, which
have the potential to be alleviated through social support networks created through digital communi-
cation platforms.

For their part, Echauri and Maz (2021a) have argued that the era of disconnected migrants has
shifted to that of digitally connected international migrants, emphasizing the substantial role of digital
technologies in maintaining diverse connections for migrants.

The conceptualization of the difficulties associated with the analysis of digital spaces of migration
proposed by Busso (2023) has highlighted the transformation of migratory practices through techno-
logy, while Wang et al. (2014) have provided insights into the reflexive nature of technology and its
impact on human mobility.

Recent research has shed light on the various ways in which digital tools influence migration. Esco-
fet (2020) study discusses how mobile technology facilitates the integration of refugees by providing
access to essential resources. Echauri and Maz (2021b) explore how diasporas use digital platforms to
maintain transnational connections and construct digital identities. Neag and Supa (2020) research
explores the emotional practices of unaccompanied refugee youth on social media, providing insights
into how these individuals use social media for emotional expression and support during their migra-
tion experiences.

In the same vein, the work of Cabalquinto & Wood-Bradley (2020) has evidenced the mediation of
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transnational affective economies through digital connectivity services, providing information on the
platform of migrants and their role within online commercial infrastructures and operations.

On the other hand, Meissner & Taylor’s (2021) research has analysed the evidence of unproven te-
chnologies and analytical methods on migrants and refugees in precarious situations, highlighting the
lack of access to redress and oversight mechanisms for them, as well as the need to include the specific
concerns of migrants in the global digital rights space.

Despite progress, thematic gaps persist that deserve attention. The absence of a solid ethical fra-
mework in the use of digital tools in migration processes, highlighting inadequate living conditions in
refugee camps and migrant workers’ accommodations, precarious employment and the lack of inclu-
sion of migrants in public health measures (Leurs & Smets, 2018; Cain et al., 2021; Kumar et al., 2021).

Corte-Real et al. (2022) provides a comprehensive review of the use of Blockchain technology in su-
pport of the health of migrants and refugees, addressing the lack of personal identification and offering
insights into the potential applications of this technology to ensure the rights and well-being of migrants
and refugees. The relationship between unequal access to technology and disparities in migration expe-
riences is another underexplored aspect (Tjaden, 2021; Molnar, 2019; Sandberg & Rossi, 2021).

In this way, the interaction between technology and cultural aspects of migration, such as the pre-
servation of cultural identities in digital environments, is fertile ground for future research (Bivins,
2022; Bucholtz & Skapoulli, 2022).

The main objective of this article is to identify the ethical, legal and social implications of the use of
digital tools in contemporary human mobility, highlighting the challenges and opportunities inherent
in the intersection between technology and migration. Is seeks to address these challenges by critically
analyzing the ethical, legal, and social implications of digital tools in migration, with a particular focus
on privacy and Al-driven decision-making. The problematization guiding this study lies in the tension
between the benefits of technological advancements in managing human mobility and the potential
threats they pose to the fundamental rights of migrants.

2. METHODOLOGY

In this study, a qualitative approach and a documentary methodology supported by systematic re-
view guidelines were employed (Codina, 2020). The framework of a documentary design was adop-
ted, focused on the research question posed (Hurtado, 2012), common in qualitative research and li-
terature reviews (Avila et al., 2017; Cunias & Medina, 2021). The PRISMA methodological guideline
was applied to ensure a transparent and reproducible review, with information collection carried out
through documentary observation (Mishra & Mishra, 2023).

Studies that did not address the interaction between technology and migration, lacked an ethical,
legal or social approach, or did not meet methodological quality standards were excluded. Five key
questions were asked to guide the review:
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What are the ethical implications of the use of digital tools in contemporary human mobility?
What are the legal implications associated with the intersection of technology and migration?
How does technology affect the social experience of migrants?

What are the specific challenges related to privacy in the context of digital migration?

What opportunities does technology offer to address societal challenges associated with human
mobility?

The search strategy was designed to identify relevant studies in databases such as Scielo, Scopus
and Web of Science, using specific search terms and time filters.

The selection of articles was carried out in several stages, with two independent reviewers, resol-
ving disagreements through discussion and consensus. A comprehensive analysis of the findings was
conducted, focusing on ethical, legal, and social implications, using a narrative synthesis approach.

This approach made it possible to identify the ethical, legal and social complexities related to the
use of digital tools in contemporary migration.

3. RESULTS

By answering the first question, it has been possible to identify the ethical implications of the use of
digital tools in contemporary human mobility, the studies retrieved from the various sources provide
an enlightening perspective on this complex intertwining between technology and migration.

Onarheim et al. (2021) highlighted ethical concerns around migrant health policies and practices,
emphasizing the ethical unacceptability of failing to provide necessary health services to migrants.
Guan et al. (2022) explored ethical risks in artificial intelligence (AI) decision-making, underscoring
the need for ethical governance in Al systems, especially in migration contexts.

Nesterova (2022) analysed the need for stricter regulation of biometric surveillance in the context
oflegislative proposals, advocating for measures that protect fundamental rights. Almpani et al. (2023)
examined the rise of autonomous Al systems in ethical decision-making, emphasizing the need for for-
malized ethical decision-making processes, especially relevant in migration policies and human rights.
Neira Orjuela (2023) and Pefia (2019) highlighted ethical concerns about the collection and storage of
biometric data from migrants, emphasizing the importance of safeguarding the privacy and security of
such information.

The legal implications associated with the intersection between technology and migration are of
paramount importance and require careful analysis to understand the complexities of contemporary
human mobility. Various legal dimensions associated with this intersection have been identified.
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A highlight focuses on the protection of migrants’ privacy and data in digital environments. Wi-
enroth and Amelung (2023) point out that surveillance technologies used in migration management
raise questions about legality and respect for fundamental privacy rights, especially in relation to the
collection and use of biometric data.

Another crucial aspect addresses restrictions on access to and disclosure of information relevant to
migrants, generating legal tensions in terms of digital rights and access to information. Carrillo Gutie-
rrez and Diaz Argueta (2023) analyze international standards that protect the labor rights of irregular
migrants, offering perspectives on the legal challenges they face in relation to their fundamental rights,
including freedom of information.

Goémez Johnson (2019) portrays the situation of structural violence in Mexico and its impact on
human mobility, which can offer a perspective on the legal challenges faced by migrants in a context of
violence and national security.

Likewise, Casas-Cortés and Cobarrubias (2020) examine in detail the autonomy of migration and
its link to migration controls, highlighting the formation of a border that crosses vertically in Morocco.
This phenomenon hinders access to the European Union, generating legal and geopolitical consequen-
ces of considerable relevance, highlighting the complexity of this emerging border as a significant obs-
tacle for those seeking to enter the European Union.

In response to the third question about how technology affects the social experience of migrants,
they reveal its crucial role in all phases of migration. Information and Communication Technologies
(ICTs) provide instrumental support during the trip and allow connection with the social network of
the country of origin (Ortiz-Cobo & Bianco, 2018). Social media platforms, such as WeChat, facilita-
te communication and integration for immigrants (Sun & Yu, 2020). In addition, technological tools
support older migrants’ adaptation and transform their participation in society (Nguyen et al., 2022;
Sanchez- Querubin & Rogers, 2018). Dekker et al. (2018) highlight the use of social media in migration
decision-making and access to essential services and information for Syrian migrants.

Equity in access to technology and overcoming language and cultural barriers are critical issues
(Huamani Huaranca et al., 2023). Social networks shape migrants’ social mobility strategies (Domin-
guez-Amoros & Suarez- Grimalt, 2022), while legal frameworks seek to ensure equity and prevent dis-
crimination (Garcia-Saltos & Marquez, 2022). The digital communication of migrant organizations is
also the subject of study, including ethical aspects (Arévalo-Martinez & del Prado Flores, 2021).

In summary, the importance of considering the agency of migrants in the defense of their rights in
the context of contemporary human mobility is highlighted (Alejo, 2020). This comprehensive pers-
pective offers a broad view of the intersection between online social networks, legislation, digital com-
munication, and individual agency in the context of migration.

In the field of digital migration, specific privacy-related challenges have been identified that impact
the experience of migrants, generating a critical discussion on data protection and individual rights.
Concerns about government surveillance in the context of migration control technologies raise ques-
tions about the protection of privacy and respect for the fundamental rights of migrants.
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The use of surveillance technologies in migration management has been controversial, with impli-
cations for privacy, human rights, and democratic values (Loukinas, 2017; Wienroth & Amelung, 2023).
This intersection has been recognized as a complex and multifaceted nexus, with implications for mi-
grant empowerment and control (Nedelcu & Soysiiren, 2020). In addition, the ethical implications of
prioritizing the protection of citizens over individual privacy have been debated, especially in extenua-
ting circumstances such as the COVID-19 pandemic (Bentotahewa et al., 2021).

The role of surveillance technologies in the securitization of migration policies has been examined,
especially in the context of addressing traditional security threats (Sadik & Kaya, 2020). This reflects
the securitization discourse around migration and the use of surveillance technologies to address se-
curity concerns. In addition, the need to consider the impact on human rights, especially on border
surveillance and the invisibility of vulnerable populations, has been highlighted (Topak, 2019).

Other challenges include cybersecurity risks and threats in the digital age, as well as the protection
of confidential information in digital environments, particularly in the context of data anonymization
and privacy preservation techniques (Coronel Ayala & Lopez Sevilla, 2023; Majeed & Lee, 2020).

Academic discourse has underlined the importance of addressing the ethical and methodological
challenges associated with digital data collection and analysis, as well as the role of digital borders and
data generation in migration management (Sandberg & Rossi, 2021; Leese et al., 2021; Tjaden, 2021).

Finally, ethical challenges related to the collection and use of biometric data in digital migration
were addressed, raising questions about privacy and the potential stigmatization of these populations
(Wienroth & Amelung, 2023; Norval & Prasopoulou, 2018). The need for robust privacy protection
mechanisms and ethical frameworks to address the challenges associated with biometric data was
emphasized, particularly in the context of migration and border control (Abomhara et al., 2020). In
addition, the potential for privacy leakage and the implications of biometric technologies in the cons-
truction of widespread criminal suspicion against migrants have been discussed, shedding light on the
social and ethical dimensions of the use of biometric data in migration contexts (Amelung et al., 2021).

Related to the fifth question, technology presents not only challenges but also significant oppor-
tunities to address the complex social problems associated with migratory flows. The study by Aré-
valo-Martinez and del Prado Flores (2021) has provided insights into the International Organization
for Migration’s (IOM) digital communication and its impact on supporters, highlighting the need for
genuine collaboration to foster dialogue and create a supportive community for migrants.

On the other hand, Mantilla’s (2022) research has investigated digital solidarity and the use of di-
gital technologies among Venezuelan citizens in Quito, Ecuador, emphasizing the enrichment of mi-
grants’ social relations through digital communication. This is pertinent as it sheds light on the positive
impact of digital communication on the social well-being of migrants.

Pavez et al. (2020) have delved into the use of social media by Colombian migrants in Chile, highli-
ghting the potential of technological developments and digital mobility to enable migrants to maintain

contact with their communities of origin and preserve their practices and traditions.

Merisalo & Jauhiainen (2020) have studied the use of social media by asylum-related migrants and
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their relationship with mobility and resilience, highlighting the potential of digital platforms in su-
pporting migrants’ adaptation and resilience, while Latonero & Kift (2018) have examined the impact
of digital passages and borders on refugees. providing perspectives on the intersection of human rights
and digital technology in the context of migration.

4. DISCUSSION

To synthesize the information collected by research and its valuable contributions, a table is pre-
sented where we indicate title, author and year of publication, the database where the research is pu-
blished, the level of relevance linked to the objective of this research, a brief synthesis and contribution
and the methodological approach of the same.

Table 1
Structuring and composition of the identified articles

Title, authors and year  Database Level of Synthesis and contribution Research Focus
relevance
Onarheim et al. (2021) Scopus Casualty Ethical concerns surrounding migrant health policies and Qualitative
practices.
Neag & Supa (2020) Scopus High Ethnographic analysis of social networks in young Qualitative

unaccompanied migrants, description of their emotional
involvement in new environments and their expression in

social networks.
Echauri & Maz (2021a) ‘Web of Stocking Descriptive ethnographic analysis of how the interaction of Qualitative
Science young migrants in social networks occurs in higher education
contexts.
Guan et al. (2022) Scopus High Ethical analysis and identification of risk factors in the use of Qualitative

Al in decision-making.

Almpani et al. (2023) Scopus High Presentation of a logic proof calculation model to ensure Quantitative
ethical behavior of technological systems using Al

Wienroth (2023) Scopus High Description of the use of biometric technology in its Qualitative
transition from the protection of national security and its
ethical link with the control of migration by the state.

Carrillo Gutierrez & Web of Middle Analysis and documentary review of international laws Qualitative
Diaz Argueta (2023) Science binding on migrant labor law.
Gdbmez Johnson (2019) Scielo Stocking Documentary and hemerographic analysis of reports of Qualitative
structural violence suffered by migrants traveling through
Mexican territory.
Casas-Cortés & Scopus Stocking Synthesis of the school of thought "Autonomy of migration” Qualitative
Cobarrubias (2020) and case study of the Morocco border.
Ortiz-Cobo & Bianco Scopus Stocking Ethnographic research on the use of technology in the social Qualitative
(2018) interaction of migrants with their place of origin and their

place of reception, which is mainly observable on Facebook,
highlighting the expansion of social capital by providing
emotional support to migrants.

Sun & Yu (2020) Scopus High Ethnographic analysis, conducting surveys and interviews Qualitative
via digital on WeChat in relation to civic education and
leadership training of Chinese migrants in Australia.

Sanchez- Querubin & Scopus Low A case study of the Getty Images and Tripadvisor websites Qualitative
Rogers (2018) as a reference model or media guides for migrants on their
journeys.
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Title, authors and year = Database Level of Synthesis and contribution Research Focus
relevance
Dekker et al. (2018) Scopus High In-depth interviews with 54 migrants of Syrian origin Qualitative
in Europe, which show the importance of using social
networks before and during their asylum process in the
Netherlands.
Huamani Huaranca et Scielo High Analysis with a focus on social, psychological and cultural  Quantitative/
al. (2023) factors that facilitate the integration of young students with Qualitative
ICT in university environments.
Dominguez-Amorés & Scielo High Ethnographic analysis of migrant families of Brazilian Qualitative
Sudrez- Grimalt (2022) origin in Spain, where relevance is given to the social capital
assets obtained through the use of social networks.
Garcia Saltos & Scielo High Analysis of the legal agreements between the population Qualitative
Marquez (2022) and states in order to guarantee the evolution of the rights
of migrants and their exit from clandestinity in the context
of the pandemic.
Arévalo-Martinez & Scopus High Analysis and measurement of posts and interactions on Quantitative
Prado Flores (2021) Facebook and Twitter between IOM and users, highlighting
the lack of substantive collaboration between the parties
that would allow for a true community of support for
migrants.
Alejo (2020) Web of Middle Proposal for a model of migrant diplomacy in the Qualitative
Science environments of binational organizations in the United
States. Promoting the transcendence of the rights of
communities that can be deported or returned.
Wienroth (2023), Web of High Analysis of the ethical implications in the use of biometric Qualitative.
Loukinas (2017) Science data and how its evolution from forensic criminological
analysis to the care of migrant populations is characterized
by social practices of crime management.
Nedelcu & Soysiiren, Scopus High Documentary analysis carried out to show the multifaceted Qualitative
(2020) nature of the use of technologies among migrant
communities and their dialectical interaction with the
power or institutions that serve these populations.
Bentotahewa et al. Scielo High Analysis of the management of Big Data by state or Qualitative/
(2021) private institutions in the context of COVID-19, as well as Quantitative
proposals for the ethical management of data and privacy in
the different countries.
Sadik & Kaya, (2020) Scopus High Critical analysis of the securitisation policies implemented Qualitative
by EU member countries. These policies suggest
contradictions in the face of their founding principles and
foresee serious problems for the international image and
migratory control in these countries.
Topak (2019) Scielo Middle Study on counter-surveillance activities carried out by Qualitative
humanitarian organisations in the context of migration at
the EU’s borders. It demonstrates how human rights are
violated by the states that guard their borders.
Colonel Ayala & Lopez Web Of High Documentary analysis of studies that demonstrate the Qualitative
Sevilla (2023) Science increase in cyberattacks and how societies remain at
exponential risk of being victims due to the lack of data
protection policies
Majeed & Lee (2020), Scielo High This is a study that offers an algorithm model that seeks to Quantitative
Schoning et al. (2019) prevent information theft using methods of generalization
and segmentation by attributes of people. It allows for a
better handling of the privacy of web portal consumers.
Sandberg & Rossi, Scopus Middle In-depth analysis of the ethical and methodological challenges Qualitative
(2021), Leurs (2021) faced by migration researchers and their relationship with big
data, as well as sources consulted on the web.
Leese et al. (2021), Web Of High This study demonstrates the importance of data Qualitative
Tjaden, (2021) Science management in social networks and the internet in general

and its impact on the use of digital borders by governments.
A study that demonstrates the importance of ethical data
management and exposed privacy at global levels.
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Title, authors and year  Database Level of Synthesis and contribution Research Focus
relevance

Abomhara et al. (2020). Scopus Middle Analysis of the ethical, social and legal challenges arising Qualitative/
from the use of biometric technology at EU border posts Quantitative
and how they do not guarantee the privacy and data breach
of migrants. At the same time, proposals are made to
improve this relationship.

Amelung et al. (2021) Scielo High Historical descriptive analysis of migration control models Qualitative
in the EU and how progress has been made to date in a kind
of criminalization of migration with the use of technologies
from security agencies and forensic sciences.

Mantilla (2022) Scielo High Study of interactions on social networks such as Whatsapp Qualitative
among Venezuelans in Quito, Ecuador, characterizing
the practices of digital solidarity, denoting co-presence,
emotional support between acquaintances and forming
new impersonal and massive bonds in the case of unknown
people.

Pavez et al. (2020) Scopus High Research carried out through in-depth interviews with Qualitative
Colombian migrants in Chile, where it is evident that the
use of Whatsapp was essential to maintain synchronous
and asynchronous communication with relatives, giving
continuity to family roles and traditions. Controlling and
managing your it when and how to communicate.

Merisalo & Jauhiainen Scopus High Study conducted using semi-structured interviews with  Quantitative/
(2020) migrants in the EU seeking asylum. It demonstrates how the Qualitative
use of social networks has been useful for decision-making
about destinations to emigrate and in turn to maintain links
with people and families in countries of origin, providing
context for resilience and emotional support.

Latonero & Kift (2018) Scielo Middle Historical-documentary analysis between 2014 and 2018 Qualitative
describing the use of technologies by migrant communities
in the EU and governments. It questions the ethical
implications that underlie this relationship.

Nteliou et al. (2021) Scopus High Descriptive and exploratory study on the benefits of Qualitative
the EasyRights project, which facilitates the insertion
of migrants in new territories where they encounter
difficulties with language and job opportunities through the
use of technologies. Thus, allowing the adequate adaptation
of families and individuals to the new spaces.

5. CONCLUSIONS

This study has revealed that the use of digital tools in contemporary human mobility carries sig-
nificant ethical, legal and social implications. Through a qualitative analysis of the literature, critical
risks associated with the management of biometric data and surveillance technologies were identified,
which can compromise the privacy and rights of migrants. It was also observed that, although these
technologies facilitate certain aspects of the migration process, they can be used for the control and
criminalization of migrants, thus complicating their migration experiences.

The findings underline the urgent need to develop more robust ethical and legal frameworks that
regulate the use of digital technologies in migration contexts, ensuring that fundamental human ri-
ghts are respected. These results highlight the importance of an ongoing debate on privacy and gover-
nment control in a context where advanced technologies become increasingly intrusive in the lives of
migrants.

Future research should focus on evaluating specific policies and practices that implement these
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technologies in migration management, in order to identify best practices and mitigate the identified
risks. It is essential to explore how to design and use these tools to empower migrants, rather than un-
dermine them, ensuring that the use of technology in migration is aligned with sound ethical principles
and respect for human rights.
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